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CP2/5C24 
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Date of mailing (day/month/year) 
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International application No. 
PCT/SG99/00020 


Applicant's or agent's file reference 
YWC/99358451 


International filing date (day/month/year) 
22 March 1999 (22.03.99) 


Priority date (day/month/year) 


Applicant 

BAO, Feng et al , . 



1 . The designated Office is hereby notified of its election made: 

[><] in the demand filed with the International Preliminary Examining Authority on: 

15 September 2000 (15.09.00) 



| | in a notice effecting later election filed with the International Bureau on: 



2. The election 




was 
was not 



made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 
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(11) International Publication Number: WO 00/57595 

(43) International Publication Date: 28 September 2000 (28.09.00) 



(21) International Application Number: PCT/SG99/00020 

(22) International Filing Date: 22 March 1999 (22.03.99) 



(71) Applicant (for all designated States except US): KENT RIDGE 

DIGITAL LABS [SG/SG]; 21 Heng Mui Keng Terrace, 
Singapore 119613 (SG). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): BAO, Feng [CN/SG]; 
37 West Coast Park, #04-06, Parkview Condo, Singapore 
127653 (SG). DENG, Huijie, Robert [SG/SG]; 2 Namly 
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Published 

With international search report. 

Before the expiration of the time limit for amending the 
claims and to be republished in the event of the receipt of 
amendments. 



(54) Tide: METHOD AND APPARATUS FOR ENCRYPTING AND DECRYPTING DATA 
(57) Abstract 

A method and apparatus for encrypting and 

decrypting data is disclosed which employs two 
or more cryptographic algorithms to achieve high 
throughput without compromizing security. The 
invention is especially useful for software imple- 
mentation to protect large amounts of multimedia 
data over high-speed communication channels. 
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INTERNATIONAL SEARCH REPORT 



International application No. 
PCT/SG 99/00020 



CLASSIFICATION OF SUBJECT MATTER 
IPC 7 : H 04 L 9/00 

According to frtcnwtional Patent Classification (IPC) or to both national classific ation and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 : H 04 L; H 04 N 



Documentation searched other t han minimum documentation to the extent that such documents are included in the searched 



Electronic data base consulted during the intentional search (name of data base and, where practicable, search terms used) 
WP1, PAJ 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category I Citation of document, with indication, where appropriate, of the relevant passages 



EP 0676876 Al (INTERNATIONAL BUSINESS MACHINES 
CORPORATION) 1 1 October 1995 (1 1.10.95) 

abstract; page 3, line 33 - page 4, line 22; page 4, line 53 - page 5 5 line 8; 
fig. 1-4,6 

WO 96/08912 A2 (TITAN INFORMATIONS SYSTEMS) 21 March 
1996 (21.03.96) 

abstract; page 7, line 1 - page 1 1, line 15; fig. 1-3 

US 5664016 A (PRENEEL et al.) 2 September 1997 (02,09.97) 
column 2, lines 54-67; column 6, lines 47-60; fig. 5. 

JP 10-178421 A (TOSHIBA). Patent abstracts of Japan, Vol. 98, No. 11, 
30 September 1998 (30.09.98) 



Relevant to claim Na. 



1,14,24,37 

1,14,24,37 

1,5,6,24,28,29 
1,24 



|~~[ Further documents arc listed in the continuation of Box C £3 See patent family unnex 



* Special categories of cited documents; 

„A" document defining the general state «l*lhe art which is not 

considered to be of particular relevance 
£T earlier application or patent but published on or after the tntcmarionnl 

filing date . 
„L tt document which ntay throw doubts on priority claim(s) or which is 

cited to establish the publication date of another citation or other 

special reason las specified) 
„O u document referring to an oral disclosure, use. exhibition or other 

means 

J*" document published prior to the international filing date but later than 



„T" later document published after the tntcrnarionul filing date or priority 
date and nor in conflict with the application but cited to understand 
the principle or theory underlying the invention 
JC* document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive step 
when the document is taken alone 
^Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to u person skilled in the art 
JBtT document member of the sume patent family 



the priority date claimed _ 

Date of the actual completion of the international search 

21 August 2000 (21.08.2000) 



Najne and mailing adress of the ISA/AT 

Austrian Patent Office 
Kohlmarkt 8-10; A-1014 Vienna 

Facsimile No, 1/53424/53 5 



Date of mailing of the international search report 

23 August 2000 (23.08.2000) 



Authorized officer 



Hajos 



Telephone No. 1/53424/410 



Foim PCT/ISA/21 0 (second sheet) (July 1998) 



INTERNATIONAL SEARCH REPORT 

Information on patent family members 
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Patent document cited 
in search report 



Publication 
date 



Patent family 
members) 



Publication 
date 
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Al 


6*76876 
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AO 
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08-06-1994 
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2288519 
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JP 
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7291596 


27-10-1995 










US 
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20-08-1996 


JP 
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10178421 


30-06-1998 






none 




US 
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5664016 


02-09-1997 






none 




HO 


A2 


9608912 


21-03-1996 


A'J 


Al 


04619/96 


29-03-1996 
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9608912 


06-06-1996 


CA 
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2199526 


21-03-1996 






BP 


Al 


787391 


06-08-1997 
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A4 


787391 


08-04-1998 
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From the • J 

INTERNATIONAL PRELIMINARY EXAMINATION AUTHORITY 



To: 

HELEN YEO & PARTOd 
80 Raffles Place » ■ 
#33-00 UOB Plaza 1 
SINGAPORE 048624 
REPUBLIC OF SINGAPORE 



4^ 

PCX 



1 



;EP 2001 

' NOTIFICATION OF RECEIPT OF 

DEMAND BY COMPETENT INTERNATIONAL 
EXAMINING AUTHORITY 

(PCT Rules 59.3(e) and 6 1 . 1 (b), first sentence 
and Administrative Instructions, Section 601(a)) 





Date of mailine 

(day/month/year) 1 9 October 2000 (19.10.00) 


Applicant's or agent's file reference 

YWC/99358451 


IMPORTANT NOTIFICATION 


International application No. 

PCT/SG 99/00020 


International filing date {day/month/year) 

22 March 1999 (22.03.99) 


Priority Date (day/month/year) 


Applicant 

KENT RIDGE DIGITAL LABS et al. 



1. The applicant is hereby notified that this International Preliminary Examination Authority considers the following date as the date of 
receipt of the demand for international preliminary examination of the international application: 

15 September 2000 (15.09.00) 



2. 



The date of receipt is: 

£3 the actual date of receipt of the demand by this Authority (Rule 61.1(b)). 

I 1 the actual date of receipt of the demand on behalf of this Authority (Rule 59.3.1(e)). 

O the date on which this Authority has, in response to the invitation to correct defects in the demand (Form PCT/IPEA/404), 
received the required corrections. 



3. Q Attention: The date of receipt is AFTER the expiration of 19 months from the priority date. Consequently, the election(s) made 
in the demand does (do) not have the effect of postponing the entry into the national phase until 30 months from the priority date 
(or later in some Offices) (Article 39(1)). Therefore, the acts for entry into the national phase must be performed within 20 months 
from the priority date (or later in some Offices) (Article 22). For details, see the PCT Applicant's Guide, Volume II. 

I I (If applicable) This notification confirms the information given by telephone, facsimile transmission or in person 
on: 



4. Only where paragraph 3 applies, a copy of this notification has been sent to the International Bureau. 



Name and mailing address of the IPEA/AT 


Authorized officer 


Austrian Patent Office 




Kohlmarkt 8-10 


Koch 


A-1014 Vienna 




Facsimile No. 1/53424/200 


Telephone No. +43 / 1 / 53424 - 450 


Form PCT/I PEA/402 (July 1998) 



77* demand must be filed directly- with the competent International Prelim-nan' teaming Authority or, if fi< cor more Authorities are competent, 
with the one chosen by the applicant. The ful/^e or r^o-letrer code of that Authority max 0* ^ica^by <he apphcarj on it* line below: 



PCT 

DEMAND 

under Article 3 1 of the Patent Cooperation Treaty: 
The undersigned requests that the international application specified below be the subject of 
international preliminary examination according to the Patent Cooperation Treaty and 
hereby elects all eligible States (except where otherwise indicated). 



CHAPTER II 



AUSTRIAN PATENT OFFICE 
Identification of IPEA 


15 September 2000 (15.09.00) 
Date of receipt of DEMAND 


Box No. I IDENTIFICATION OF THE INTERNATIONAL APPLICATION 


Applicant's or agent's file reference 
YWC/99358451 


International application No. 

PCT/SG 99/00020 


International filing date (day/month/year) 
22 March 1999 (22.03.1999) 


(Earliest) Priority date (day/month/year) 
N.A. 



) Title of invention 

METHOD AND APPARATUS FOR ENCRYPTING AND DECRYPTING DATA 



Box No. II APPLICANT(S) 



Name and ad dress: (Fam ity name followed by given name; for a legal entity, full official designation. 
The address must include postal code and name of country.) 

KENT RIDGE DIGITAL LABS 
21 Heng Mui Keng Terrace 
SINGAPORE 119613 
REPUBLIC OF SINGAPORE 



Telephone No.: 

(65) 874-7588 



Facsimile No.: 

(65) 776-8109 



Teleprinter No.: 
N.A. 



State (that is, country) of nationality : 



SG 



State (that is, country) of residence: 



SG 



Name and address: (Family name followed by gtven name ; for a legal entity, full official designatiort The address must include postal code and name of country.) 
BAO, FENG 

37 West Coast Park 
#04-06, Parkview Condo 
SINGAPORE 127653 
REPUBLIC OF SINGAPORE 



State (that is, country) of nationality : 



CN 



State (that is, country) of residence: 



SG 



Name and address: (Family name followed by gnen name; for a legal entity, full official designation. The address must include postal code and name of country.) 



DENG, HUIJIE, ROBERT 
2 Namly Rise 
SINGAPORE 267110 
REPUBLIC OF SINGAPORE 



State (that is, country) of nationality: 



SG 



State (that is, country) of residence: 



SG 



| | Further applicants arc indicated on a continuation sheet. 



Form PCT/1PEA/401 (first sheet) (July 1 998; reprint January 2000) 



See Notes to the demand form 



Shccl No. 



m 



motional application No. 
T/SG 99/00020 



Box No. Ill AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



The following person is | X | agent | | common representative 

and | X | has been appointed earlier and represents the applicant(s) also for international preliminary examination. 

| | is hereby appointed and any earlier appointment of (an) agcnt(s)/common representative is hereby revoked. 

| | is hereby appointed, specifically for the procedure before the International Preliminary Examining Authority, in addition to 
the agent(s)/common representative appointed earlier. 



Name and address: (Family name followed by given name; for a legal entity, full official designation. 
The address must include postal code and name of country.) 

HELEN YEO & PARTNERS 
80 Raffles Place 
#33-00 UOB Plaza 1 
SINGAPORE 048624 
REPUBLIC OF SINGAPORE 



Telephone No.: 

(65) 2161-609 



Facsimile No.: 

(65) 557-2322 



Teleprinter No.: 
N.A. 



□ Address for correspondence: Mark this check-box where no agent or common representative is/has been appointed and the 
space above is used instead to indicate a special addr ess to which correspondence should be sent. 



Box No. IV BASIS FOR INTERNATIONAL PRELIMINARY EXAMINATION 



Statement concerning amendments:* 

1. The applicant wishes the international preliminary examination to start on the basis of: 
the international application as originally filed 
the description | 1 as originally filed 

I 1 as amended under Article 34 

the claims | 1 as originally filed 

[ j as amended under Article 19 (together with any accompanying statement) 
[ 1 as amended under Article 34 

the drawings \^] as originally filed 

[ 1 as amended under Article 34 

The applicant wishes any amendment to the claims under Article 19 to be considered as reversed. 



| | The applicant wishes the start of the international preliminary examination to be postponed until the expiration of 20 months 
from the priority date unless the International Preliminary Examining Authority receives a copy of any amendments made 
under Article 19 or a notice from the applicant that he does not wish to make such amendments (Rule 69.1(d)). (This check- 
box may be marked only where (he time limit under Article I 9 has not yet expired.) 

Where no check-box is marked, international preliminary examination will start on the basis of the international application 
as originally filed or, where a copy of amendments to the claims under Article 19 and/or amendments of the international application 
under Article 34 arc received by the International Preliminary Examining Authority before it has begun to draw up a written opinion 
or the international preliminary examination report, as so amended. 



Language for the purposes of international preliminary examination: English 
which is the language in which the international application was filed. 
1 1 which is the language of a translation furnished for the purposes of international search. 

□ 

which is the language of publication of the international application. 
L 1 w hich is the language of the translation (to be) furnished for the purposes of internationaJ preliminary examination. 



Box No. V ELECTION OF STATES 



The applicant hereby elects all eligible States (that is, all States which have been designated and which are bound by Chapter II of 
the PCT) 

excluding the following States which the applicant wishes not to elect: 



Form PCT/IPEA/401 (second sheet) (July 1998; reprint January 2000) 



See Notes to the demand form 



Sheet No. . 3 




| fcterna^onal application No. 
j^^PCT/SG 99/00020 


Box No. VI CHECK LIST 


The demand is accompanied by the following elements, in the language referred lo in 
Box No. IV, for the purposes of international preliminary examination: 


For International Preliminary 
Examining Authority use only 

received not received 


1. translation of international application 


sheets 


□ 


□ 


2. amendments under Article 34 


sheets 


t — i 

□ 


r— i 
LJ 


3. copy (or, where required, translation) of 
amendments under Article 19 


sheets 


□ 


□ 


4. copy (or, where required, translation) of 
statement under Article 19 


sheets 


□ 


□ 


5. Icaer : 1 < one > 


sheets 




□ 


6. other (specify) 


sheets 


□ 


□ 



The demand is also accompanied by the item(s) marked below: 

1. | x | fee calculation sheet 

2. | [ separate signed power of attorney 

3. I I copy of general power of attorney; 
reference number, if any: 



4. | | statement explaining lack of signature 

□ 

6. | | other (specify): 



5. | 1 nucleotide and or amino acid sequence listing in 
computer readable form 



Box No. Vll SIGNATURE OF APPLICANT, AGENT OR COMMON REPRESENTATIVE 



Next to each signature, indicate the name of the person signing and the capacity in which the person signs (if such capacity is not obvious fom reading the demand). 




YEW WOON CH00I (Ms) 
HELEN YEO h PARTNERS 



1. Date of actual receipt of DEMAND: 15 September 2000 (15.09.00) 


2. 


Adjusted date of receipt of demand due 
to CORRECTIONS under Rule 60. 1(b): 


3. 


i 1 The date of receipt of the demand is AFTER the expiration of 19 months 1 1 The applicant has been 

1 1 from the priority date and item 4 or 5, below, docs not apply. » — " informed accordingly. 


4. 


I 1 The date of receipt of the demand is WITHIN the period of 19 months from the priority date as extended by virtue of 

1 1 Rule 80.5. 


5. 


I 1 Although the date of receipt of the demand is after the expiration of 19 months from the priority date, the delay in arrival 

1 1 is EXCUSED pursuant to Rule 82. 



For International Bureau use only 



Demand received from IPEA on: 



Form PCT/TPEA/401 (last sheet) (July 1998; reprint January 2000) 



See Notes to the demand form 



PCT 



CHAPTER II 



FEE CALCULATION SHEET 
Annex to the Demand for international preliminary examination 

. For International Preliminary Examining Authority use only 



International 

application No. PCT/SG 99/00020 



Applicant's or agent's 

file reference YWC/99358451 



Date stamp of the I PEA 



Applicant 



KENT RIDGE DIGITAL LABS 



Calculation of prescribed fees 



1. Preliminary examination fee 

2. Handling fee (Applicants from certain States are 
entitled to a reduction of 75% of the handling fee. 
Where the applicant is (or all applicants are) so en- 
titled, the amount to be entered at H is 25% of the 
handling fee.) 

3. Total of prescribed fees 

Add the amounts entered at P and H 

and enter total in the TOTAL, box 



ATS 2,200.00 



ATS 2,022.76 



H 



ATS 4,2 2 2.76 



TOTAL 



Mode of Payment 






1 | authorization to charge deposit 
1 1 account with the IPEA (see below) 


□ 


cash 


1 1 cheque 


□ 


revenue stamps 


\^~\ postal money order 


□ 


coupons 


| | bank draft 


El 


other (specify): 



Deposit Account Authorization (this mode of payment may not be available at all IPEAs) 

The IPEA/ | [ is hereby authorized to charge the total fees indicated above to my deposit account. 

□ (this check-box may be marked only if the conditions for deposit accounts of the I? LA so permit) is hereby 
authorized to charge any deficiency or credit any overpayment in the total fees indicated above to 
my deposit account. 



Deposit Account Number 



Date (day/month/ytar) 



Signature 



Form PCT/1PEA/40I (Annex) (July 1998; reprint January 2000) 



See Notes to the fee calculation sheet 



NT COOPERATION TRE 



WO 00/57595 
PCT/SG 99/00020 



IT 



tfft* - : - SEP 2BB1 



From the INTERNATIONAL BUREAU 



NOTICE INFORMING THE APPLICANT OF THE 
COMMUNICATION OF THE INTERNATIONAL 
APPLICATION TO THE DESIGNATED OFFICES 

(PCT Rule 47.1(c), first sentence) 



Date of mailing (day/month/year) 

28 September 2000 (28.09.00) 



To: 



HELEN YEO & PARTNERS 
80 Raffles Place 
#33-00 UOB Plaza 1 
Singapore 048624 
SINGAPOUR 



Applicant's or agent's file reference 
YWC/99358451 


IMPORTANT NOTICE 


International application No. 

PCT/SG 99/00020 


International filing date (day/month/year) 
22 March 1999 (22.03.99) 


Priority date (day/month/year) 


Applicant 

KENT RIDGE DIGITAL LABS et al 



1. Notice is hereby given that the International Bureau has communicated, as provided in Article 20, the international application 
to the following designated Offices on the date indicated above as the date of mailing of this Notice: 

US 

In accordance with Rule 47.1 (c), third sentence, those Offices will accept the present Notice as conclusive evidence that 
the communication of the international application has duly taken place on the date of mailing indicated above and no copy 
of the international application is required to be furnished by the applicant to the designated Office(s). 

2. The following designated Offices have waived the requirement for such a communication at this time: 

EP,JP,SG 

The communication will be made to those Offices only upon their request. Furthermore, those Offices do not require the 
applicant to furnish a copy of the international application (Rule 49.1 (a-bis)). 

3. Enclosed with this Notice is a copy of the international application as published by the International Bureau on 
28 September 2000 (28.09.00) under No. WO 00/57595 

REMINDER REGARDING CHAPTER II (Article 31(2)(a) and Rule 54.2) 

If the applicant wishes to postpone entry into the national phase until 30 months (or later in some Offices) from the priority 
date, a demand for international preliminary examination must be filed with the competent International Preliminary 
Examining Authority before the expiration of 19 months from the priority date. 

It is the applicant's sole responsibility to monitor the 19-month time limit. 

Note, that only an applicant who is a national or resident of a PCT Contracting State which is bound by Chapter II has the 
right to file a demand for international preliminary examination. 

REMINDER REGARDING ENTRY INTO THE NATIONAL PHASE (Article 22 or 39(1)) 

If the applicant wishes to proceed with the international application in the national phase, he must, within 20 months 
or 30 months, or later in some Offices; perform the acts referred to therein before each designated or elected Office. 

For further important information on the time limits and acts to be performed for entering"trie~ national phaTe, see th~e 
Annex to Form PCT/IB/301 (Notification of Receipt of Record Copy) and Volume II of the PCT Applicant's Guide. 





The International Bureau of WIPO 
34, chemin des Colombettes 
121 1 Geneva 20, Switzerland 

Facsimile No. (41-22) 740.14.35 


Authorized officer 

J. Zahra 

Telephone No. (41-22) 338.83.38 



Form PCT/IB/308 (July 1996) 



3537965 



Continuation of Form 

NOTICE INARMING THE APPLICANT OF THE COmWRiCATION OF 

THE INTERNATIONAL APPLICATION TO THE DESIGNATED OFFICES 



Date of mailing (day/month/year) 

28 September 2000 (28.09.00) 


IMPORTANT NOTICE 


Applicant's or agent's file reference 
YWC/99358451 


International application No. 
PCT/SG 99/00020 



WO 00/57595 
PCT/SG99/00020 



The applicant is hereby notified that, at the time of establishment of this Notice, the time limit under Rule 46 1 for making 
amendments under Article 1 9 has not yet expired and the International Bureau had received neither such amendments nor a 
declaration that the applicant does not wish to make amendments. 



Form PCT/IB/308 (continuation sheet) (July 1996) 



3537965 



PCT 



REQUEST 




The undersigned requests that the present 
international application be processed 
according to the Patent Cooperation Treaty. 



For 



ffice use only 



International Application No. 



International Filing Date 



Name of receiving Office and "PCT International Application" 



Applicant's or agent's file reference 
(if desired) (12 characters maximum) 



YWC/99358451 



Box No. I TITLE OF INVENTION 

METHOD AND APPARATUS FOR ENCRYPTING AND DECRYPTING DATA 



Box No. D APPLICANT 



Name and address: /Family name followed by given name; for a legal entity, full official 
destination The address must include postal zode and name of country. The country of the 
address in d i c a t ed in this Box is the appUcant 's State (that is. country) of residence if no State 
of residence is indicated below.) 



KENT RIDGE DIGITAL LABS 
21 Heng Mui Keng Terrace 
SINGAPORE 119613 
REPUBLIC OF SINGAPORE 



j | This person is also inventor. 



Telephone No. 






(65) 


874 


7588 


Facsimile No. 






( 65) 


776 


8109 



Teleprinter No. 
N. A. 



State (that is, country) of nationality: 
SG 



This person is applicant 
for the purposes of 



State (that is, country) of residence: 

SG 



□ all designated nrri all designated States except 
States I A | ifac United States of America 



□ Che United States 
Ofi 



f America only 



□ the States indicated in 
the Supplemental Box 



Box No. m FURTHER APPLICANT(S) AND/OR (FURTHER) lNVENTOR(S) 



Name and address: (Family name followed by given name; for a legal entity, full official 
designation. The address must include postal code and name of country. The country of the 
address indicated in this Box is the applicant s State (that is, country) of residence if no State 
of residence ts indicated below.) * 

BAO, FENG 
37 West Coast Park 
#04-06, Parkview Condo 
SINGAPORE 127653 
REPUBLIC OF SINGAPORE 



State (that is, country) of nationality: 

CN 



This person is: 

| j applicant only 

[)^ | applicant and inventor 

[ I inventor only (If this check-box 
is marked, do not fill h below) 



State (that is, country) of residence: 

SG 



This person is applicant 
for the purposes ot 



□ all designated | I all ocsimated States except PCn the United States I I the States indicated in 
States I 1 the United States of America Llll of America ocOy I I the Supplemental Box 

1 xl Further applicants and/or (further) inventors are indicated on a continuadoQ sheet 



Box No. TV AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



The person identified below is hereby/has been appointed to act on behalf 
of the applicants) before the competent international Authorities as: 



... |x | agent | | common representative 



Name and address: (Family name followed by given name; for a legal entity, full official 
designation The address must include postal code and name of country.) 

HELEN YEO & PARTNERS 
11 Collyer Quay 
#12-01 The Arcade 
SINGAPORE 049317 
REPUBLIC OF SINGAPORE 



Telephone No. 

( 65 ) 4221-609 (DID) 



Facsimile No. 

( 65 ) 225-1586 



Teleprinter No. 
N. A. 



| | Address for correspondence: Mark this check-box where no agent or common representative is/has been appointed and the 

I 1 spac e above is used instead to indicate a special address to which correspondence should be sent. 

Form PCT/RO/101 (first sheet) (July 1998; reprint January 1999) See Notes to the request form 
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Shortly after 18 months from the priority date, the international application will be published by the IntcrnaliunaJ Bureau. If the 

applicant wishes to avoid or postpone publication, a notice of withdrawal of the international application, or of the priority 
claim, must reach the International Bureau as provided in Rules 90bis. 1 and 90bis.3, respectively, before the completion of 
the technical preparations for international publication. 

Within 19 months from the priority date, a demand for international preliminary examination must be filed if the applicant whishes tu 
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Within 20 month from the priority date, the applicant must perform the prescribed acts for entry into the national phase before all 
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With regard to the abstract, 

^ the text is approved as submitted by the applicant. 
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The figure of the drawings to be published with the abstract is Figure No.: 1_ 

^ as suggested by the applicant. 

I | because the applicant tailed to suggest a figure. 

I I because this figure better characterizes the invention. 
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This report is also accompanied by ANNEXES, i.e., sheets of the description, claims and/or drawings which have been 
amended and are the basis for this report and/or sheets containing rectifications made before this Authority (see Rule 
70.16 and Section 607 of the Administrative Instructions under the PCT). 



These annexes consist of a total of 
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citations and explanations supporting such statement 



Date of submission of the demand 

15 September 2000 (15.09.2000) 


Date of completion of this report 

15 November 2001 (15.11.2001) 


Name and mailing address of the IPEA/AT 
Austrian Patent Office 
Kohlmarkt 8-10 
A-1014 Vienna 
Facsimile No. I/53424/200 


Authorized officer 

MESA PASCASIO 

Telephone No. 1/53424/327 



Form PCT/IPEA/409 (cover sheet) (July I998) 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 
PCT/SG 99/00020 



L Basis of the report 

I . With regard to the elements of the international application:* 

^ the international application as originally filed 
I I the description: 



pages . as originally filed 

pages . filed with the demand 

pages , filed with the letter of 



I I the claims: 

pages , as originally filed 

pages , as amended (together with any statement) under Article 19 

pages . filed with the demand 

pages . filed with the letter of L 



I I the drawings: 

pages . as originally filed 

pages . filed with the demand 

pages , filed with the letter of 



1 I the sequence listing part of the description: 

pages , as originally filed 

pages , filed with the demand 

pages . filed with the letter of 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the language in 
which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule 23. 1 (b)). 
I I the language of publication of the international application (under Rule 48.3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination (under Rule 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international 
preliminary examination was carried out on the basis of the sequence listing: 

I I contained in the international application in printed form. 

I I filed together with the international application in computer readable form. 

I I furnished subsequently to this Authority in written form. 

I I furnished subsequently to this Authority in computer readable form. 

I I The statement that the subsequently furnished written sequence listing docs not go beyond the disclosure in the 
international application as filed has been furnished. 

I I The statement that the information recorded in computer readable form is identical to the written sequence listing has 
been furnished. 

4. Q The amendments have resulted in the cancellation of: 

I I the description, pages . 

I I the claims, Nos. . 

I I the drawings, sheets/fig . 

This report has been established as if (some of) the amendments had not been made, since they have been considered to go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 

* Replacement sheets which have been furnished to the receiving Office in response to an invitation under Article 14 arc referred to 
in this report as „ originally filed" and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 

70.17). 

* * Any replacement sheet containing such amendments must be referred to under item I and annexed to this report. 
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International application No. 
INTERNATIONAL PRELIMINARY EXAMINATION REPORT PCT/SG 99/00020 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1 . Statement 

Novelty (N) Claims -| _46 





Claims 




NO 


Inventive step (IS) 


Claims 


1-46 


YES 




Claims 




NO 


Industrial applicability (1A) 


Claims 


1-46 


YES 



Claims jsjQ 



Citations and explanations (Rule 70.7) 



The following documents have been cited in the Search Report: 

D1: EP 0676876 A1 
D2: WO 96/08912 A2 
D3: US 5664016 A 
D4: JP 10-178421 A 

Document D1 provides an encryption method and system for encrypting data suitable for 
sending to a decryption party. Therefore, the data is divided into control and data 
segments of varying length, wherein the control blocks contain the whole information 
necessary to decrypt the data contained in the encrypted data blocks. 

Document D2 provides a conditional access system for encrypted information segments 
from data service providers. Therefore, a decrypter which deciphers received data 
segments using session key which is used in encryption algorithm for one of conditional 
access processes is provided. 

Document D3 provides a compressing method for data encryption with data segments of 
equal length. Working variables are then introduced for preparing the data segments with 
key dependent constants. 

Document D4 provides a method for encrypting data packets using two shared keys in a 
two step process. After that the key is modified and is used for the next packet. 

However, the present application provides a method for encrypting data, wherein 
different cryptographic keys for encrypting are used. The cryptographic keys are shared 
with the decrypting party. Thus, the provided features cannot be found as a whole in the 
cited documents. 



Accordingly, the present application is considered to be new and inventive 
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Industrial applicability is given. 
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